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or trade cancellations shall be trans-
parent to the market and subject to 
standards that are clear, fair, and pub-
licly available. 

(f) Investigations and investigation re-
ports—(1) Procedures. A swap execution 
facility shall establish and maintain 
procedures that require its compliance 
staff to conduct investigations of pos-
sible rule violations. An investigation 
shall be commenced upon the receipt of 
a request from Commission staff or 
upon the discovery or receipt of infor-
mation by the swap execution facility 
that indicates a reasonable basis for 
finding that a violation may have oc-
curred or will occur. 

(2) Timeliness. Each compliance staff 
investigation shall be completed in a 
timely manner. Absent mitigating fac-
tors, a timely manner is no later than 
12 months after the date that an inves-
tigation is opened. Mitigating factors 
that may reasonably justify an inves-
tigation taking longer than 12 months 
to complete include the complexity of 
the investigation, the number of firms 
or individuals involved as potential 
wrongdoers, the number of potential 
violations to be investigated, and the 
volume of documents and data to be ex-
amined and analyzed by compliance 
staff. 

(3) Investigation reports when a reason-
able basis exists for finding a violation. 
Compliance staff shall submit a writ-
ten investigation report for discipli-
nary action in every instance in which 
compliance staff determines from sur-
veillance or from an investigation that 
a reasonable basis exists for finding a 
rule violation. The investigation report 
shall include the reason the investiga-
tion was initiated; a summary of the 
complaint, if any; the relevant facts; 
compliance staff’s analysis and conclu-
sions; and a recommendation as to 
whether disciplinary action should be 
pursued. 

(4) Investigation reports when no rea-
sonable basis exists for finding a viola-
tion. If after conducting an investiga-
tion, compliance staff determines that 
no reasonable basis exists for finding a 
rule violation, it shall prepare a writ-
ten report including the reason the in-
vestigation was initiated; a summary 
of the complaint, if any; the relevant 

facts; and compliance staff’s analysis 
and conclusions. 

(5) Warning letters. No more than one 
warning letter may be issued to the 
same person or entity found to have 
committed the same rule violation 
within a rolling twelve month period. 

(g) Additional sources for compliance. A 
swap execution facility may refer to 
the guidance and/or acceptable prac-
tices in appendix B of this part to dem-
onstrate to the Commission compli-
ance with the requirements of § 37.203. 

§ 37.204 Regulatory services provided 
by a third party. 

(a) Use of regulatory service provider 
permitted. A swap execution facility 
may choose to contract with a reg-
istered futures association or another 
registered entity, as such terms are de-
fined under the Act, or the Financial 
Industry Regulatory Authority (collec-
tively, ‘‘regulatory service providers’’), 
for the provision of services to assist in 
complying with the Act and Commis-
sion regulations thereunder, as ap-
proved by the Commission. Any swap 
execution facility that chooses to con-
tract with a regulatory service pro-
vider shall ensure that such provider 
has the capacity and resources nec-
essary to provide timely and effective 
regulatory services, including adequate 
staff and automated surveillance sys-
tems. A swap execution facility shall 
at all times remain responsible for the 
performance of any regulatory services 
received, for compliance with the swap 
execution facility’s obligations under 
the Act and Commission regulations, 
and for the regulatory service pro-
vider’s performance on its behalf. 

(b) Duty to supervise regulatory service 
provider. A swap execution facility that 
elects to use the service of a regulatory 
service provider shall retain sufficient 
compliance staff to supervise the qual-
ity and effectiveness of the regulatory 
services provided on its behalf. Compli-
ance staff of the swap execution facil-
ity shall hold regular meetings with 
the regulatory service provider to dis-
cuss ongoing investigations, trading 
patterns, market participants, and any 
other matters of regulatory concern. A 
swap execution facility shall also con-
duct periodic reviews of the adequacy 
and effectiveness of services provided 
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on its behalf. Such reviews shall be 
documented carefully and made avail-
able to the Commission upon request. 

(c) Regulatory decisions required from 
the swap execution facility. A swap exe-
cution facility that elects to use the 
service of a regulatory service provider 
shall retain exclusive authority in all 
substantive decisions made by its regu-
latory service provider, including, but 
not limited to, decisions involving the 
cancellation of trades, the issuance of 
disciplinary charges against members 
or market participants, and denials of 
access to the trading platform for dis-
ciplinary reasons. A swap execution fa-
cility shall document any instances 
where its actions differ from those rec-
ommended by its regulatory service 
provider, including the reasons for the 
course of action recommended by the 
regulatory service provider and the 
reasons why the swap execution facil-
ity chose a different course of action. 

§ 37.205 Audit trail. 
A swap execution facility shall estab-

lish procedures to capture and retain 
information that may be used in estab-
lishing whether rule violations have 
occurred. 

(a) Audit trail required. A swap execu-
tion facility shall capture and retain 
all audit trail data necessary to detect, 
investigate, and prevent customer and 
market abuses. Such data shall be suf-
ficient to reconstruct all indications of 
interest, requests for quotes, orders, 
and trades within a reasonable period 
of time and to provide evidence of any 
violations of the rules of the swap exe-
cution facility. An acceptable audit 
trail shall also permit the swap execu-
tion facility to track a customer order 
from the time of receipt through fill, 
allocation, or other disposition, and 
shall include both order and trade data. 

(b) Elements of an acceptable audit trail 
program—(1) Original source documents. 
A swap execution facility’s audit trail 
shall include original source docu-
ments. Original source documents in-
clude unalterable, sequentially-identi-
fied records on which trade execution 
information is originally recorded, 
whether recorded manually or elec-
tronically. Records for customer orders 
(whether filled, unfilled, or cancelled, 
each of which shall be retained or elec-

tronically captured) shall reflect the 
terms of the order, an account identi-
fier that relates back to the account(s) 
owner(s), the time of order entry, and 
the time of trade execution. Swap exe-
cution facilities shall require that all 
orders, indications of interest, and re-
quests for quotes be immediately cap-
tured in the audit trail. 

(2) Transaction history database. A 
swap execution facility’s audit trail 
program shall include an electronic 
transaction history database. An ade-
quate transaction history database in-
cludes a history of all indications of in-
terest, requests for quotes, orders, and 
trades entered into a swap execution 
facility’s trading system or platform, 
including all order modifications and 
cancellations. An adequate transaction 
history database also includes: 

(i) All data that are input into the 
trade entry or matching system for the 
transaction to match and clear; 

(ii) The customer type indicator 
code; 

(iii) Timing and sequencing data ade-
quate to reconstruct trading; and 

(iv) Identification of each account to 
which fills are allocated. 

(3) Electronic analysis capability. A 
swap execution facility’s audit trail 
program shall include electronic anal-
ysis capability with respect to all audit 
trail data in the transaction history 
database. Such electronic analysis ca-
pability shall ensure that the swap exe-
cution facility has the ability to recon-
struct indications of interest, requests 
for quotes, orders, and trades, and iden-
tify possible trading violations with re-
spect to both customer and market 
abuse. 

(4) Safe storage capability. A swap exe-
cution facility’s audit trail program 
shall include the capability to safely 
store all audit trail data retained in its 
transaction history database. Such safe 
storage capability shall include the ca-
pability to store all data in the data-
base in a manner that protects it from 
unauthorized alteration, as well as 
from accidental erasure or other loss. 
Data shall be retained in accordance 
with the recordkeeping requirements of 
Core Principle 10 for swap execution fa-
cilities and the associated regulations 
in subpart K of this part. 
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